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SUMMARY:  In 2010, upon approval by MHEC and the Board of Regents of the University System of 
Maryland, UMUC launched a suite of degree and certificate programs in cybersecurity, which quickly 
attained combined enrollments of more than 3,000 part-time students.  The existing programs are 
the centerpiece of a range of activities that UMUC has undertaken to foster awareness of 
cybersecurity issues and establish itself as a national leader in cybersecurity education.  UMUC fac-
ulty actively participate in national and global conferences and seminars related to cybersecurity, and 
UMUC has hosted several face-to-face and virtual cybersecurity seminars. 

Officials at the Department of Defense (DoD) Cyber Crime Center (DC3) have identified a pressing 
need on a national level for expert practitioners in digital forensics. The national authority in digital 
forensics, DC3 was founded to “enhance through research, science, engineering, analysis, and 
planning current and future capabilities to conduct electronic forensic analysis, threat analysis, cyber 
investigations, and operations.”  (http://www.dc3.mil/).  To encourage institutions to develop high 
quality educational programs that will provide training in digital forensics, DC3 is sponsoring a new 
effort to establish National Centers of Digital Forensics Academic Excellence (CDFAE).  Institutions 
can become CDFAEs after demonstrating a tangible commitment to providing high-quality digital fo-
rensics education.  This program is similar to the Centers of Academic Excellence in Information As-
surance (CAE), a program jointly sponsored by the National Security Agency and Department of 
Homeland Security.  UMUC is already designated as a CAE, and it is a logical extension for UMUC 
to seek recognition as a CDFAE as a sign of UMUC’s commitment to support the national need for 
expanded education in digital forensics.  In the event that the proposed degree is approved, UMUC 
has been invited by DC3 to pre-load its programs for consideration of CDFAE certification. 
 
Similar to UMUC’s existing Cybersecurity and Cybersecurity Policy master’s degrees, the proposed 
M.S. in Digital Forensics and Cyber Investigation will prepare students for careers in industry, gov-
ernment, and academia by combining academic education with real world practical techniques.  The 
program will emphasize educating students to use and apply computer forensics methods and 
knowledge in a variety of real life scenarios.  Computer forensic specialists work in both the public 
and private sectors, and the Maryland/Virginia/Washington, D.C. corridor is home to a large potential 
work force including Computer Forensic Examiners (CFEs).  CFEs work for the FBI, DEA, USSS, as 
well as with the vast majority of Inspectors General and local police departments.  Practically all of 
the major accounting and consulting firms employ computer forensic examiners on staff, and there is 
a growing cadre of independent consultants that work in this field.   
 
On the national level, Forensics Focus, an online repository of forensics articles and resources, lists 
only eleven master’s degree programs related to digital forensics in the United States (see 
http://www.forensicfocus.com/computer-forensics-education-north-america).  These include one pro-
gram each in California, Florida, Maryland, New York, Rhode Island, Texas, and Vermont and two 
programs each in Pennsylvania and Virginia.  The Maryland program listed by Forensics Focus is the 
Master of Science in Security Informatics at Johns Hopkins University.  Although there is no existing 

http://www.forensicfocus.com/computer-forensics-education-north-america�


program specifically in Digital Forensics in Maryland, Stevenson University has proposed a program 
in Cyber Forensics that is currently in the approval process, and several institutions offer programs in 
related fields.  However, UMUC’s program would be unique when compared with existing or the pro-
posed Stevenson University program in terms of curriculum, admissions requirements, mode of de-
livery, and intended student audience. 
 
 
ALTERNATIVE(S): The Regents may not approve the program or may request further information. 
 
FISCAL IMPACT:  No additional funding is necessary.  The program will be supported through tui-
tion and a one-time reallocation of funds. 
 
CHANCELLOR’S RECOMMENDATION:  That the Committee on Education Policy recommend that 
the Board of Regents approve the proposal from the University of Maryland University College to of-
fer the Master of Science in Digital Forensics and Cyber Investigation. 
 
 
COMMITTEE RECOMMENDATION: 

 
DATE: 

 
BOARD ACTION: 

  
DATE: 

 
SUBMITTED BY:  Irwin Goldstein  (301) 445-1992 irv@usmd.edu 
  








































	UMUC Digital Forensics Cover
	Board of Regents

	UMUC_NEW MS IN DIGITAL FORENSICS AND CYBER INVESTIGATION_3_7_12-1

