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Good morning, and welcome to day two of the Maryland Cybersecurity Center’s first Annual Cybersecurity Symposium.
I want to thank Michael Hicks, Director of the Maryland Cybersecurity Center, as well as Associate Director Eric Chapman: For hosting this Cyber Symposium; For the invitation to offer a few comments; And, most importantly, for the incredible work the two of you are doing to advance the mission of the Center.

This Symposium is an impressive—and timely—event: Bringing together students, academics, businesses, and state and federal government agencies; Showcasing the latest research, trends, and topics in cybersecurity; And featuring technical talks, panel discussions, and keynote addresses on cutting edge research and current challenges in cybersecurity.

As I thought about this symposium, I couldn’t help but reflect on the opportunity and the challenge that cybersecurity presents for Maryland.  

There can be no doubt that our state has the potential to be the epicenter of cybersecurity activity for our nation and the world.  And the cybersecurity industry is surely one of, if not the “next big thing” in our economy.  I don’t think it is an overstatement to say that cybersecurity could do for Maryland what the computer chip did for Silicon Valley.  

Just consider that right up the road in Ft Meade the cyber command center is under construction. It will be ¼ the size of the pentagon and be home to some 80,000 employees.  Right now, today, in Maryland there are between 20,000 and 30,000 jobs paying over $100,00 a year sitting vacant because there are not qualified applicants.

The exciting thing about cybersecurity is that it touches so many areas of intellectual and economic activity…business, banking, IT, the physical and biological sciences, public policy and on and on.  It needs talented people with qualifications ranging from a 2-year degree, to bachelor and Master’s degrees, to the most sophisticated researchers at the PhD level. 

So, as I said, cyber presents an enormous opportunity for our state. But, we have to deliver as a state to realize the full potential of this opportunity.  We need to build degree programs that respond to the workforce demand. We need to build the research programs to insure we are not just at the leading edge but the best in the world.  This is not an area where we can afford to be satisfied with being second best. 

So, we have a lot of work to do. But, we are off to a terrific start. Just consider:

· It was a-year-and-a-half-ago—December 2010—that I joined President Wallace Loh and many of you here today, as we “officially” launched the new Maryland Cybersecurity Center.
· And it was just one year ago—May 2011—that I was joined by Governor Martin O’Malley, Senator Barbara Mikulski, and Congressman Dutch Ruppersberger, as we issued the report of the University System of Maryland Cybersecurity Taskforce, which established a formal, system-wide framework for action and leadership in cybersecurity.

Today I want to up-date you on the progress we have made in implementing the recommendations of this taskforce:
· Both to highlight some of our successes;
· And to address some of the challenges we face going forward.
As you may know, the USM Cybersecurity Task Force made five actionable and achievable recommendations, driven by the goal of making Maryland—with its vast resources of federal facilities, academic institutions, industry strengths and intellectual capital—the focal point of cybersecurity for our nation.

The first goal is to conduct a comprehensive survey of employer needs.
· While we hit a few snags in the “ramp up” of this effort, we are now on track. 
We have decided to alter this survey and broaden its scope to ensure that we have a comprehensive understanding of the interdisciplinary nature and needs for information assurance beyond what we might have historically thought of cybersecurity job classifications. 
· We will work with USM institutions and industry partners to design and conduct a comprehensive survey that will assess and determine ongoing and future workforce and skillset needs, not only in cybersecurity but also in information assurance needs for a broad array of fields.  

· Once this work is complete, it will be shared with our partners in the private sector and together we will use it to guide our efforts to address the workforce needs going forward.

The second goal is to enhance and extend higher educational offerings related to cybersecurity and information assurance. Here the USM is making progress in key areas across the board:

· Computer science, information systems, information technology, information assurance, cybersecurity, cyber forensics, engineering, public policy.

Let me offer just a few examples:

At the University of Maryland, College Park (UMCP):

· Two professional masters programs in cybersecurity are set for launch in the Fall:  

· Professional Masters Program in Cybersecurity Engineering

· Cybersecurity Leadership Certificate 

· And with enhanced cybersecurity offerings available, undergraduate students have the option to pursue concentrations in cybersecurity to complement their academic major. 

The University of Maryland, Baltimore County (UMBC) has expanded its efforts:

· UMBC offers a Masters Degree of Professional Studies in Cybersecurity 

· UMBC also offers BS, MS, and PhD tracks in:

· Computer Science, Electrical Engineering, Computer Engineering, and Information Systems.
Frostburg State University has just received approval to add a BS in Secure Computing and Information Assurance

Towson University has launched the School of Emerging Technology, focused on developing and supporting innovative, integrative and interdisciplinary programs at the undergraduate through the applied doctoral levels in cybersecurity. 

And the University of Maryland University College (UMUC) has established:

· BS Cybersecurity

· MS Cybersecurity

· MS Cybersecurity Policy

· Graduate Certificates in: 

· Foundations of Cybersecurity
· Cybersecurity Policy
· Cybersecurity Technology
· Interestingly, these programs were launched just two years ago and 4000 students are already enrolled in them.

· UMUC is also offering cybersecurity majors two new scholarships—one for undergraduates and the other for graduate-level students. 

The third goal is to establish more partnerships among education and government and private industry and leverage the resources available.

· Here again I am pleased to note that we have seen progress across the USM.

At the University of Maryland:

· The Maryland Cybersecurity Center now has 11 industrial partners with which it is collaborating on cybersecurity research, technology development and education.
· The Center has also hosted six informative, in-depth cybersecurity discussions this past academic year through the Google and University of Maryland Cybersecurity Seminar Series. 

UMUC is participating in the National Initiative for Cybersecurity Education at the Nationals Institute of Standards and Technology.

· In fact, UMUC was the first university approached to take part in this effort, which includes the “mapping” of our degree programs to federal government and industry cyber job titles.  

UMBC’s Cyber Incubator stands as a unique, innovative business incubation program that delivers business and technical support to early stage companies providing cybersecurity-related products and services. 
· And the Center for Information Security and Assurance (CISA) at UMBC promotes research, education in information security and assurance. 
· The Center has also facilitated interactions with local area businesses, laboratories, and government agencies. 

The fourth goal is to strengthen research and support innovation and technology transfer in cybersecurity.

Obviously, the Maryland Cybersecurity Center is a key element in this effort.

· As an interdisciplinary research center, MC2 brings together experts from engineering and computer science with colleagues from across campus in fields such as information sciences, business, public policy, social sciences and economics to address our nation's growing needs in cybersecurity. 
MC2 is also partnering with government and industry to provide educational programs that prepare the future cybersecurity workforce, and develop new, innovative technologies to defend against cybersecurity attacks.

Likewise, the Center for Information Security and Assurance at UMBC—which is home to the Cyber Defense Lab—offers a similar combination of research and education in information security and assurance.

I will return to this goal in a moment. From my perspective it presents both the toughest challenges and most significant potential going forward.

The fifth and final goal of the USM Cybersecurity Taskforce is to expand the cybersecurity career pipeline through collaborations between the USM and Maryland’s community colleges. 

To achieve this goal, the USM established an Articulation Committee of public and private universities and community colleges to establish a foundation for statewide articulation in Cybersecurity in order to develop a Cybersecurity 2+2 Program between community colleges and USM institutions.  
The Cybersecurity Articulation Group is examining:

· what common and appropriate outcomes should be embedded in courses in the first two years, 
· how the two-year institution programs align with existing and new programs at the four-year institutions, 
· and how to engage other departments that address Cybersecurity.
The objective here is to make a seamless pathway from the two-year to the four-year sector in disciplines that will support the cybersecurity workforce needs 

The final report and recommendations will be issued sometime this summer.  

Moving from a retrospective mode, citing our progress and success
· to a prospective mode, looking at our challenges, 
· I would like to return briefly to goal four . . . specifically the aspect of technology transfer and commercialization.
This is, in fact, an issue that reaches far beyond cybersecurity to multiple research areas.

· As you may know, Maryland ranks second in total federal obligations for research and development—and first on a per capita basis. 

· The state is third in research and development intensity 

· And fourth in R&D performed at universities and colleges.  

· That’s the good news. 

· Here’s the bad news:  
· Maryland ranks 28th in economic gain from R&D.  
By promoting opportunities for licensing and commercialization of intellectual property, providing proof-of-concept funding and seed funding, and linking USM research activities with technology-based companies in Maryland, we can make Maryland a tech-transfer leader.  

There are two new initiatives I would like to note that will help us do more to create an entrepreneurial culture within our faculty, and collaborate with the business community to commercialize university discoveries.
Earlier this year, the USM Board of Regents approved a new expansive partnership between UMCP and UMB:  University of Maryland:  MPowering the State.  
· This collaborative relationship will leverage the resources of these two great universities to serve students better; 
· Attract even more exceptional faculty and researchers; 
· And boost research, technology transfer and commercialization. 

While the two institutions are still in the process of developing the full parameters of MPowering the State, there are already ambitious items on the horizon. 
For example, the initiative will: 

· Combine the research efforts at the Institute for Bioscience and Biotechnology Research—a joint UMB-UMCP institute at the Universities at Shady Grove—with new educational programs in health, human services, and STEM; 

· Create a collaborative School of Public Health;

· Develop a process to facilitate and support joint appointments and joint grant submissions;

· And by establishing University of Maryland Ventures, promote technology transfer and commercialization, taking discoveries and innovations from the campus laboratories to the marketplace.  

Earlier this year, the Governor proposed—and the Maryland General Assembly passed—the Maryland Innovation Initiative.  The Governor should be signing this new law within the next 2 weeks.
· The first part of this legislation will provide grant funds to researchers at Maryland’s public and private universities to encourage the transfer of university research to commercially viable products
· To foster innovation, 
· Promote technology transfer, 
· Create new jobs and companies, 
· And better capitalize on promising discoveries.  
· The second part of this legislation provides enhancements and statutory changes to the USM Public Corporation status 
· Granting the USM additional flexibility and autonomy for high economic impact university activities.

This is precisely the type of broad-based, system-wide, and state-wide approach we need to take full advantage of our strengths.
· Together, our three research universities—UMCP, UMB, and UMBC—attracted more than $1.3 billion in extramural research last year.
· But, we need to capitalize better on this research and turn more of it into economic impact.
Along with these large-scale efforts, target initiatives are needed as well.

· If we are going to effectively meet the needs—today and tomorrow—of Maryland’s cybersecurity industry, 

· We need active and evolving workforce development efforts 
· We need to refine curriculum so that it is both comprehensive and targeted
· And we need expansive and cooperative partnerships.  

Today’s symposium will advance all these efforts and help move us toward our mutual goal of making Maryland THE cybersecurity state.

Once again I thank and commend the organizers of this event and all of you for the vitally important work you are doing to address the cybersecurity needs of our nation and to realize the potential of Maryland for leadership in this area.

