
UNIVERSITY SYSTEM OF MARYLAND
BOARD OF REGENTS - AUDIT COMMITTEE

MEETING AGENDA
October 30, 2019

1. Information & Discussion – FY 2020 Audit Committee Work Plan Mr. Mosca

2. Action, Information & Discussion – Review of BOR Policies Mr. Mosca

∑ Committee on Audit Charter
∑ Committee on Audit Bylaws

3. Action – Proposed Board of Regents Policy on Enterprise Risk Management Ms. Herbst

4. Action – Proposed Board of Regents Policy on Crisis Management Ms. Herbst

5. Information & Discussion – FYE 2019 - System Wide Draft Financials, Ms. Denson
Balance Sheet & Statement of Changes (affiliated foundations are not Mr. Page
included)

6. Information & Discussion – Completed Office of Legislative Audit Activity Mr. Mosca

7. Information & Discussion – Follow up of Action Items from Prior Meetings Mr. Mosca

8. Approval - Convene to Closed Session Ms. Fish

______________________________________________________________________________
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BOARD OF REGENTS 
 
 

SUMMARY OF ITEM FOR ACTION,  
INFORMATION OR DISCUSSION 

 

TOPIC: Information & Discussion – FY 2020 Audit Committee Work Plan 

 

COMMITTEE:  Audit Committee 

 

DATE OF COMMITTEE MEETING:  October 30, 2019 

 

 

Attached is a schedule of the Audit Committee’s FY 2020 work plan.  The objectives of the work 

plan are designed to assist the Audit Committee in fulfilling the requirements of its Charter and 

Bylaws.  The schedule also identifies which objectives will be addressed at each of the four Audit 

Committee meetings throughout the year. 

 

For FY 2020 and going forward, the board’s compliance with SB 719 – “…The board would also be 

required to review annual financial disclosure statements from chancellors and university 

presidents.”, and review of Board of Regent’s financial disclosure statements will be included in the 

annual work plans.   

 

As new risks emerge, additions or modifications to the work plan will be made as needed.   

 

 

 

 

 

 

   
 

 

 

 

 

 

 

 

Attachment 
FISCAL IMPACT:  none  

 

CHANCELLOR’S RECOMMENDATION: none 

 

COMMITTEE ACTION: None DATE:  

    

BOARD ACTION: None DATE:  

    

SUBMITTED BY:  David Mosca   
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USM BOR Audit Committee
Annual Work Plan

FY 2020

Objective When Performed
Audit Committee Meetings

Oct Dec Mar June As Needed

Authority
1 The Committee, with the approval of the Board, is 

empowered to retain outside counsel or persons having 
special competence as necessary to assist the 
Committee in fulfilling its responsibility.

x

2 Resolve any disagreements between the independent 
auditor and management.

x

Composition of Committee Members
3 The Audit Committee shall comprise not less than 5 or 

more than 7 members.  The majority of the members 
must be knowledgeable about financial matters. 

x

Meetings
4 Meet at least 4 times per year. x x x x

Responsibilities
Internal Audit

5 Review with the Director of Internal Audit progres of 
completing the annual plan of activity.  

x x x x

6 Review and approve internal audit's annual plan of 
activity.

x

7 Ensure that there are no unjustified restrictions or 
limitations on the internal audit department.

x x x x

8 Review the effectiveness of the internal audit function. x
9 Meet separately with the Director of Internal Audit to 

discuss any matters that the committee or the Director 
of Internal Audit believes should be discussed 
privately.  

x x x x

Independent Auditor
10 Review the external auditors’ proposed audit scope and 

approach.
x

11 Review significant accounting and reporting issues and 
understand their impact on the financial statements.

x

12 Review with management and the external auditors the 
results of the audit, including any difficulties 
encountered. 

x

13 Discuss the annual audited financial statements with 
management and the external auditors.

x

14 Discuss the scope of external auditors’ review of 
internal control over financial reporting.

x
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USM BOR Audit Committee
Annual Work Plan

FY 2020

Objective When Performed
Audit Committee Meetings

Oct Dec Mar June As Needed

15 Discuss/review results of A-133 Single Audit x
16 Review the performance of the external auditors, and 

exercise final approval on the appointment or discharge 
of the auditors. 

x

17 Meet separately with the external auditors to discuss 
any matters that the committee or auditors believe 
should be discussed privately. 

x x x x

Financial Reporting
18 Review FYE Consolidated Financial Statements x x
19 Review FYE Financial Dashboard Indicators x
20 Review 12/31/19 six month Financial Statements x

Other
21 Regularly report to the Board of Regents about 

Committee activities.
x

22 Confirm annually that all responsibilities outlined in 
the committee's charter have been carried out.

x

23 Discuss with the Attorney General or representative, 
the status of legal matters that may have a significant 
impact on USM institution’s financial statements.

x

24 Review legislative audits of the institutions of the 
University System and institutional responses thereto, 
and provide the Board with appropriate reports.

x x x x

25 Review policies pertaining to Audit Committee x x x
26 Monitor the Board’s observance of the State Ethics 

Code as it pertains to possible conflict of interest with 
matters of the University System of Maryland

x

26 Review Presidents, Chancellor and Board of Regents 
annual financial disclosure forms.  This is to comply 
with SB 719 form 2019 legislative session.

x x x x
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BOARD OF REGENTS 
 
 

SUMMARY OF ITEM FOR ACTION,  
INFORMATION OR DISCUSSION 

 

TOPIC:  Review of Board of Regent Policies 

 

COMMITTEE:  Audit Committee 

 

DATE OF COMMITTEE MEETING:  October 30, 2019 

 

SUMMARY: 

 

Attached are BOR Policies/Bylaws that pertain to the Board of Regents (BOR) Committee on 

Audit’s charge.  These are: 

 

1. Committee on Audit Charter (Attachment A).  Last revised December 21, 2016.  See 

recommended modifications in red. 

2. The Board of Regents Bylaws Section 3. Last reviewed October 16, 2017.  Committee on 

Audit (Attachment B). See recommended modifications in red. 

 

 

 

Procedures for Review of USM BOR Bylaws and Policy 

 

BYLAWS: 

 

1. The Committee on Organization and Compensation should review BOR bylaws on a 4-

year cycle. 

2. Each BOR committee should conduct an annual review of their committee charge at 

the beginning of each fiscal year. 

 

BOR POLICIES: 

 

1. All BOR policies should be reviewed on a 4-year cycle. 

2. Each policy should be assigned to a BOR committee(s); assigned policies should be 

relevant to the committee’s mission. 

3. USM staff will assist BOR committees in developing a detailed 4-year policy review 

schedule that considers policies that are high priority and identifies policies that are 

primarily technical or administrative in nature or dictated by external requirements. 

(Attachment C). 

4. Policy reviews should include an update of policies, as needed, as well as the elimination 

of unneeded policies and/or merger of policies. 

5. Policies may be reviewed out of cycle if problems arise with the policy implementation or 

to implement best practices. 

6. Each BOR committee should report annually at the end of each fiscal year to the BOR on 

the policies reviewed during the past 12 months. 
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attachments 

 
 

FISCAL IMPACT:  none  

 

CHANCELLOR’S RECOMMENDATION:  

 

COMMITTEE ACTION:  DATE:  

    
BOARD ACTION:  DATE:  
    
SUBMITTED BY:  David Mosca   
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  Attachment A 

 
University System of Maryland 

Board of Regents Audit Committee 
Audit Committee Charter 

Revised - December 21, 2016 
 

 
PURPOSE 
 
To assist the Board of Regents in fulfilling its responsibilities for overseeing the 
adequacy of and compliance with the internal controls, BOR Policies, risk management 
practices, investigative activity, governance processes, and to oversee the sufficiency and 
appropriateness of the financial reporting of the University System of Maryland. 
 
 
AUTHORITY 
 
The Audit Committee (Committee) is granted the authority to investigate any activity of 
the USM, and all employees are directed to cooperate as requested by members of the 
Committee. The Committee, with the approval of the Board, is empowered to retain 
persons having special competence as necessary to assist the Committee in fulfilling its 
responsibility.  It is empowered to: 
 

• Appoint, compensate and oversee the work of the Director of Internal Audit and 
the public accounting firm employed by the organization to conduct the annual 
audit. This firm and the Director of Internal Audit will report directly to the Audit 
Committee. 

• Resolve any disagreements between management and the auditor regarding 
financial reporting. 

• Retain independent accountants or others to advise the Committee or assist in the 
conduct of an investigation. 

• Seek any information it requires from employees--all of whom are directed to 
cooperate with the committee’s requests--or external parties. 

• Meet with USM officers, external auditors or outside counsel, as necessary. 
• The committee may delegate authority to subcommittees, providing that decisions 

are presented to the full Committee at its next scheduled meeting. 
• Review and approve the yearly internal audit plan and oversee the effectiveness of 

the internal audit function. 
 
 
COMPOSITION 
 
The Audit Committee shall comprise not less than 5 or more than 7 members.  The 
majority of the members must be knowledgeable about financial matters and have 
financial literacy as a whole. The Chairman of the Board of Regents shall appoint the 
members of the Audit Committee, and select the Audit Committee’s Chair, to serve one 
year terms.  A majority of members of the committee shall constitute a quorum. 
 

Committee on Audit - Open Session
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 2 

MEETINGS 
 
The Audit Committee is to meet at least four times each year, and as many more times as 
it deems necessary.  All Committee members are expected to attend each meeting.  As 
necessary or desirable, the chairman may request that members of management and the 
representatives of the independent auditor be present at meetings of the Committee.   
 
 
RESPONSIBILITIES: 
      
1. The Committee on Audit shall render advice and assistance to the Board of Regents 

in fulfilling its fiduciary responsibilities for overseeing the adequacy of and 
compliance with the internal controls, BOR Policies, risk management practices, 
investigative activity, governance processes, and to oversee the sufficiency and 
appropriateness of the financial reporting of the University System of Maryland. 
 

2. This Committee shall review independent audit proposals including the scope of 
examination, services to be provided, reports to be rendered and fees to be charged, 
recommend to the Board the selection and scope of work of the independent external 
auditor of the University System of Maryland, review findings received there from 
and provide the Board with appropriate reports. 

 
3. This Committee shall review legislative audits of the institutions of the University 

System and institutional responses thereto, and provide the Board with appropriate 
reports. 

 
4. This Committee shall review and recommend to the Board the scope of the internal 

audit function.  The Committee shall review the Charter of the Office of Internal 
Audit, its annual plan of work, its reports and administrative actions taken regarding 
its recommendations, and its annual report of significant audit items, and shall 
provide the Board with appropriate reports on the activities of that office.  The 
Committee shall review the performance of the Director of Internal Audit and 
monitor the effectiveness of the internal audit function. 

 
5. In fulfillment of these responsibilities this Committee shall foster direct 

communications with the external auditors on an annual basis or as otherwise deemed 
appropriate, and shall assure direct access from the Office of the Internal Audit, 
including meeting privately, at least on an annual basis, with the Director of Internal 
Audit. 

 
6. This Committee shall monitor the Board’s observance of the State Ethics Code as it 

pertains to possible conflict of interest with matters of the University System of 
Maryland. 

 
7. This Committee shall assist the Board in fulfilling its responsibility for SB 719 

requirement to review financial disclosure statements from Chancellors and 
Presidents. 
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  Attachment B 

 
Board of Regents Bylaws  
 
Section 3. Committee on Audit.  
 
A. The Committee on Audit shall have the following duties:  
 

1. The Committee on Audit shall render advice and assistance to the Board of Regents in 
fulfilling its fiduciary responsibilities for overseeing adequacy of and compliance with the 
internal controls of the University System of Maryland and the sufficiency and 
appropriateness of its financial reporting.  

 
2. This Committee shall review independent audit proposals including the scope of 

examination, services to be provided, reports to be rendered and fees to be charged, 
recommend to the Board the selection and scope of work of the independent external 
auditor of the University System of Maryland, review findings received there from and 
provide the Board with appropriate reports.  

 
3. This Committee shall review legislative audits of the institutions of the University System 

and institutional responses thereto, and provide the Board with appropriate reports.  
 
4. This Committee shall review and recommend to the Board the scope of the internal audit 

function. The Committee shall review the Charter of the Office of Internal Audit, its annual 
plan of work, its reports and administrative actions taken regarding its recommendations, 
and its annual report of significant audit items, and shall provide the Board with 
appropriate reports on the activities of that office.  

 
5. In fulfillment of these responsibilities this Committee shall foster direct communications 

with the external auditors on an annual basis or as otherwise deemed appropriate, and shall 
assure direct access from the Office of the Internal Auditor, including meeting privately, at 
least on an annual basis, with the Director of Internal Audit.  

 
6. This Committee shall monitor the Board's observance of the State Ethics Code as it pertains 

to possible conflict of interest with matters of the University System of Maryland. 
 
7.  This Committee shall assist the Board in fulfilling its responsibility for SB 719 

requirement to review financial disclosure statements from Chancellors and Presidents. 
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Attachment C

USM BOR Policy Review Schedule
Committee on Audit
October 30, 2019

Policy Number Policy Name Last Updated Last Reviewed
Next Committee 

Review Date

1-7.00 Policy on Public Ethics of Members of the Board of Regents Aug-99 Oct-16 FY 2020
VIII-7.10 Policy on Reporting Suspected or Known Fiscal Irregularities Jun-17 Jun-17 FY 2021

VIII-7.11
Policy on the Communication of Suspected Fraud, Unethical and 
Illegal Business Activity Apr-10 Apr-17 FY 2021

VIII-7.20 Policy on External Audits Jun-18 Jun-18 FY 2022
VIII-7.30 Policy on Responses to Legislative Audits Jun-18 Jun-18 FY 2022
VIII-7.50 USM Office of Internal Audit Charter Jun-18 Jun-19 FY 2020
Charter Committee On Audit Dec-16 Oct-18 FY 2020
Bylaws Committee On Audit unknown Oct-18 FY 2020
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BOARD OF REGENTS 
 
 

SUMMARY OF ITEM FOR ACTION,  
INFORMATION OR DISCUSSION 

 
TOPIC:  Proposed Board of Regents Policy on Enterprise Risk Management 
 
COMMITTEE:  Audit Committee  
 
DATE OF COMMITTEE MEETING:  October 30, 2019 
 
SUMMARY:   
 
Management best practice requires that significant risks and exposures be identified, assessed 
with regard to impact and likeliness of occurrence, and addressed as appropriate in terms of 
prevention and mitigation strategies, in the context of risk tolerance at the institution (for an 
institution’s risk management process) and System level. 
 
The proposed Policy on Enterprise Risk Management formalizes the expectation that each 
institution, regional higher education center, the System Office, develop processes to 
periodically identify, review and assess significant strategic, financial, operational and 
reputational risks.  Furthermore, each entity shall adopt risk prevention and mitigation 
strategies, and periodically discuss those risks and the prevention or mitigation strategies with 
the Chancellor as a part of the annual presidential performance evaluation process. 
 
The Chancellor shall develop a System-wide risk management process that complements and 
builds upon institutional risk management processes, in consultation with the Director of Internal 
Audit, and communicate and discuss those risks and the associated strategies with the Board of 
Regents at least annually. 
 
Recognizing the effort and time required to establish a risk management process, institution 
presidents will not have to report institutional risks and mitigation or prevention strategies until 
the performance appraisal process in the Spring of 2021. 
 
ALTERNATIVE(S):  The Committee could suggest alternative language. 
 
FISCAL IMPACT:  Any fiscal impact is anticipated to be minimal. 
 
CHANCELLOR’S RECOMMENDATION:  That the Audit Committee recommend that the Board 
of Regents approve the proposed Board of Regents Policy on Enterprise Risk Management as 
presented. 
 
 
COMMITTEE RECOMMENDATION:       DATE:  
 
BOARD ACTION:        DATE:  
 
SUBMITTED BY:  David Mosca 
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10/21/2019 DRAFT 

VIII-20.00 POLICY ON ENTERPRISE RISK MANAGEMENT  
(Approved by the Board of Regents on         , 2020) 
 

I. PURPOSE  

Best practices in effective governance at an institution and System-wide level, requires that 

management periodically assesses potential risks and exposures, evaluates the probability and the 

impact of each and where appropriate, adopts risk mitigation strategies.  These processes should 

inform decisions and strategic planning, both within each institution, as well as at the System 

level. 

This policy formalizes expectations of each University System of Maryland institution to 

establish an ongoing system of risk management appropriate to the institution’s mission and 

strategic initiatives.  The policy also sets periodic reporting expectations and processes for 

reporting key risk items.   

 

II. ENTERPRISE RISK MANAGEMENT (ERM) 

 

A. Institution-level ERM 

Pursuant to this policy, each USM institution and regional higher education center, 

including the USM Office, is to adopt an enterprise risk management process.  The 

process should be developed to assure that potentially significant and likely risk 

exposures have been identified and communicated to institutional leadership, and that 

plans to reduce the risk of occurrence, or mitigate the exposure have been developed. 

Under the leadership of each institution’s President, an institution-wide body, such as a 

campus cabinet or president’s leadership team, is to identify and quantify risks, determine 

risk tolerances, and oversee risk mitigation strategies or measures where appropriate.    

The enterprise risk management process must include an inventory, or register, of risks 

and exposures that are potentially significant in terms of both likelihood and impact that 

strategic interests and goals of the institution could be impacted.   Each risk should have 

identified a responsible official or department which will monitor and adopt mitigation 

strategies as appropriate, and periodically report to the institution-wide body responsible 

for overseeing the risk management process.   Risks are to be evaluated as to the potential 

impact, as well as the likelihood of occurrence.   

Institutions are expected to adopt risk management practices suitable and appropriate to 

the institution’s activities and goals.   Tailoring risk management activities to the 

institution’s focus and goals may result in similar institutions assessing the likelihood, 
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and the impact, of similarly described risks differently, with risk tolerance and mitigation 

strategies that reflect those differences.   Each risk management process is to include the 

basic steps of: 

Risk identification; 

Risk assessment; 

Risk tolerance, prevention and mitigation; and 

Reporting,  

 

the specific risks, determination as to impact and likelihood, and accordingly, prevention 

and mitigation strategies, are likely to vary from institution to institution.   It is important 

that each cycle of assessment and evaluation of risks, impact and likelihood, also 

consider the identification of new and emerging risks. 

This policy is not intended to require a specific risk identification, assessment, mitigation 

or reporting process and acknowledges that institution’s may have different approaches 

and processes to address enterprise risk management. 

B. System-wide 

 

The Chancellor is to develop a risk management process for the University System of 

Maryland appropriate for a comprehensive state-wide university system, that identifies, 

assesses, mitigates and communicates System-wide risks and exposures, and 

complements risk management practices at each institution.    The risk assessment is to be 

done in consultation with the Director of Internal Audit, vice chancellors, and institution 

presidents, and should represent a set of identified System-wide risks and exposures 

appropriate to System-wide planning and action.    

 

A review and discussion of System-wide risks and exposures, the assessment of impact 

and likelihood, and strategies and efforts in place to address, prevent or mitigate System-

wide risks is to be considered by the Board of Regents Committee on Audits at least 

annually. 

 

III. REPORTING REQUIREMENTS 

 

Institution Presidents are expected to communicate to the Chancellor that an institutional 

enterprise risk management process is in place and operationally functional, and review with the 

Chancellor, as a part of the presidential performance review process, the 3-5 risks assessed to be 

the most significant concerns to institutional leadership in terms of setting strategic goals and 

planning. 

Institution Presidents, by March 31st annually, are to provide notification to the Chancellor that a 

review or update of the institution’s risk assessment and management plan has been performed, 

and are to provide a listing of significant events that have occurred in the prior calendar year that 

were contemplated and planned for in the institution’s risk management process.  
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IV. DEFINITIONS 

Strategic risks – an event or activity, whether internal or external, that has the potential to 

negatively impact the institution’s ability to pursue its mission and/or achieve its key strategic 

goals and objectives.   These risks include inadequate strategic planning and goal setting, crisis 

response and business continuity, reputation and brand, and community relations. 

 

Financial risks – risks and exposures that are associated with inadequate financial planning, 

management and operational outcomes, including the budgeting and financial reporting 

processes, financial controls, debt management, endowment investing, and risk management and 

insurance provision. 

 

Operational risks – risks and exposures that do not have an immediate financial impact but 

impact the core mission and objectives of the institution.   Included here are risks to the academic 

enterprise such as academic quality, tenure and faculty promotion, accreditation, faculty 

recruitment, on-line learning, program development (including closures, new programs, and 

international programs).  Weather events, power disruptions, and other potential events 

impacting availability of facilities, would be another group of operational risks, to the extent that 

those risks are both likely and significant in impact.  Research activities and issues surrounding 

medical centers would also fall under the category of operational risks. 

 

Reputational risks- risks and exposures that may harm education mission by casting doubt on 

commitments by campus leadership and negatively affecting the image of the University.  Such 

risks may include claims of harassment and discrimination, waste and abuse, scholarly 

misconduct. Reputational risks may also be strategic, financial and operational risks depending 

on the nature and severity. 

 

Risk mitigation-steps taken at the institution and System level to identify, assess and address 

and report on potential risks.  Risk mitigation may include institution level threat and risk 

assessment team efforts, trainings, coordinated efforts across institutions to identify and mitigate 

risk. 

 

Risk tolerance –ability or willingness by an institution or the System’s leadership to accept a 

certain level of likelihood that a particular risk exposure materializes.   Risk tolerance is 

important in considering the possibilities for mitigating or eliminating particular risks and 

exposures, each of which are likely to carry an associated cost or set of requirements. 
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BOARD OF REGENTS 
 
 

SUMMARY OF ITEM FOR ACTION,  
INFORMATION OR DISCUSSION 

 
TOPIC:  Proposed Board of Regents Policy on Crisis Management 
 
COMMITTEE:  Audit Committee  
 
DATE OF COMMITTEE MEETING:  October 30, 2019 
 
SUMMARY:   
 
Management best practice requires that leadership have a process for responding to events 
considered to be a crisis.   
 
The proposed Policy on Crisis Management formalizes the expectation that each institution, 
regional higher education center, and the System Office, develop processes and protocols for 
responding to negative unanticipated events and that there be an organization-wide 
understanding of the response process or protocol. 
 
Institution presidents are to notify the Chancellor that an institution crisis management process 
has been implemented, and is widely understood across the institution. The policy also requires 
that each institution president review crisis events and the response experienced by the 
institution over the past year with the Chancellor as a part of the annual presidential 
performance review process. 
 
The Chancellor shall develop a System-wide crisis management process that complements and 
builds upon institutional crisis management processes and protocols, and ensure that institution 
presidents and leadership, as well as Board of Regents members, understand the process and 
protocols. 
 
Recognizing the effort and time required to establish a crisis management process, institution 
presidents will have until Spring 2020 to establish a crisis management process, and will begin 
the required reporting under this policy during the performance appraisal process in the Spring 
of 2021. 
 
ALTERNATIVE(S):  The Committee could suggest alternative language. 
 
FISCAL IMPACT:  Any fiscal impact is anticipated to be minimal. 
 
CHANCELLOR’S RECOMMENDATION:  That the Audit Committee recommend that the Board 
of Regents approve the proposed Board of Regents Policy on Crisis Management as presented. 
 
 
COMMITTEE RECOMMENDATION:       DATE:  
 
BOARD ACTION:        DATE:  
 
SUBMITTED BY:  David Mosca 
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10/21/2019 DRAFT 

VIII-21.00 POLICY ON CRISIS MANAGEMENT 
(Approved by the Board of Regents on         , 2020) 
 
I. PURPOSE  

Best practice in effective governance at both an institution and System-wide level, requires that 
management have a process for responding to events considered to be a crisis.   

This policy formalizes expectations that each University System of Maryland institution and 
regional higher education center, including the System Office, and the chancellor on behalf of 
the University System generally, establish a process and set of protocols and steps for use in 
responding to events that each level considers a crisis, as defined below. 

 
II. CRISIS MANAGEMENT  

Each President shall develop protocols for use in responding to and communicating when a crisis 
arises.   Board of Regents Policy VI-10.00 formalizes requirements associated with campus 
emergency planning, preparedness, and response.   An emergency, depending on the impact and 
exposure, operationally, in terms of public safety, and reputationally, may also be considered a 
crisis within the meaning of this policy and require additional coordination and consultation, 
public communication, and response and recovery. 

A crisis is defined as: 

1. A negative event that was unanticipated and for which plans had not been formulated,  
2. A negative event that had been planned for, but happened at a rate or pace unanticipated, 

or 
3. A confluence of events anticipated and planned for individually, but not in combination.  

 

The University System Office will provide guidance to support each President developing a 
crisis management process for their university appropriate for that university, that, at minimum, 
includes clear reporting and escalation, response structure and team roles, and crisis 
communications.   Care should be taken to ensure that crisis communications considers and 
includes students, faculty, staff, and other identified institution and System interested parties.   
Once a crisis management process has been developed by an institution, periodic testing of the 
process in response to a potential crisis should be carried out to ensure that all involved at an 
institution in crisis management understand roles, protocols, and processes.   The process should 
be reviewed and refined after any actual crisis event, if appropriate, to improve institutional 
responses and communications. 

Committee on Audit - Open Session

18



 
 

2 
 

In the event of a crisis, immediate notification to the Chancellor and the Vice Chancellor for 
Communications is to happen as soon as is practical under the circumstances, even if all the facts 
and considerations are not yet known.   The Chancellor will communicate with the Chair of the 
Board of Regents to provide an understanding of the event or emergency, the current institution 
or System response, and to consult on the communication strategy as appropriate. 

 
III. REPORTING REQUIREMENTS 

 

Institution Presidents are expected to communicate to the Chancellor that an institution level 
crisis management process has been established and is understood, and reviewed with the 
Chancellor, as a part of the presidential performance review process, any negative events and 
emergencies at the institution level that fall within the definition of crisis above that occurred in 
the prior calendar year. 
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BOARD OF REGENTS 
 
 

SUMMARY OF ITEM FOR ACTION,  
INFORMATION OR DISCUSSION 

 
TOPIC:  Update of Office of Legislative Audit Activity 
 
COMMITTEE:  Audit Committee 
 
DATE OF COMMITTEE MEETING:  October 30, 2019 
 
 
Since the Committee’s June 2019 meeting, the Office of Legislative Audits (OLA) published its 
reports of: 
 
• University of Maryland Center for Environmental Science (Attachment A)  
 
• Coppin State University (Attachment B) 

 
• University System of Maryland Office (Attachment C) 

 
• University of Maryland, Baltimore (Attachment D) 
 
 
 
OLA Engagements Currently Active: 
 
• Salisbury University 
 
• University of Maryland Baltimore County 
 
• University of Maryland College Park (IT/IS portion) 

 
• University of Maryland University College 

 
 

 

 
FISCAL IMPACT:  none  
 
CHANCELLOR’S RECOMMENDATION: none 
 
COMMITTEE ACTION: None DATE:  

    
BOARD ACTION: None DATE:  
    
SUBMITTED BY:  David Mosca   
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Attachment A  
 

Page 1 of 1 
 

 
Summary Analysis of Findings in OLA’s Report of UMCES 
 
 
On June 14, 2019, the Office of Legislative Audits (OLA) issued its report of their audit 
of UMCES.  OLA notes one finding, of which a portion is classified as a repeat.  UMCES 
has conveyed that the repeat condition was the result of employee turnover, which has 
subsequently been resolved.  OLA has accepted UMCES’ response.  OLA did not audit 
IT/IS security.  The finding is summarized as follows: 
 
Finding 1 – Grants:  OLA identifies three deficiencies in UMCES’ delinquent grant 
receivables collections.   
 
• Improve timeliness of initial payment requests and subsequent written demands of 

past due accounts. (repeat portion). 

• Ensure written payment demands include required language notifying the debtor of 
possible interest and other charges and referral to the State’s Central Collections Unit 
(CCU) for untimely payment. 

• Discontinue writing off delinquent grants receivable without approval from 
CCU.  OLA makes particular note of a $67K grant receivable dating back to 2011 
which was never billed but written off (total write-offs noted by OLA were $88K). 
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Attachment B  
 

Page 1 of 1 
 

 
Summary Analysis of Findings in OLA’s Report of CSU 
 
 
On September 23, 2019, the Office of Legislative Audit’s (OLA) issued its final report 
along with the agency’s response to its audit of CSU.  There are six total findings, one of 
which pertains to IT/IS Security and two are identified as repeat findings.  CSU disagrees 
with a portion of finding number 2 pertaining to the verification of financial aid data. 
OLA accepted CSU’s response while reaffirming their position where CSU disagreed 
with the report finding.   
 
The findings are summarized as follows: 
 
Finding 1:  Student Accounts – OLA states that CSU needs to independently review 
residency status changes (out of state to in state) to verify that they are 
appropriate.  (Repeat finding) 
 
Finding 2:  Student Financial Aid – OLA states that CSU needs to independently review 
adjustments made to financial aid award amounts, cost of attendance budgets and 
financial aid application data. Without this verification, errors or irregularities in financial 
awards and calculations may go undetected.  CSU disagrees with the portion of this 
finding pertaining to verification of financial aid, as an outside firm performs this task. 
OLA maintains that the extent of the verifications performed by the outside firm are not 
adequate.  (Repeat finding). 
 
Finding 3:  Institutional Financial Aid Awards – OLA states that CSU needs to establish 
written eligibility criteria for the award of certain institutional need-based financial 
aid.  OLA also notes that student tuition remission was not properly considered when 
determining eligibility for financial aid.    
 
Finding 4:  Purchasing – OLA identifies an inadequate segregation of duties in which 
two employees both initiated and approved purchase orders totaling $11.5 million 
without independent or supervisory review. 
 
Finding 5:  Employee Termination Payments – OLA notes termination payments totaling 
$308K to three former employees that were not consistent with BOR Policy.  [This may 
be form over substance as OLA differentiates forced resignation from involuntary 
terminations.] 
 
Finding 6:  IT/IS Security Findings - OLA states that controls over the protections of 
personally identifiable information (PII) were inadequate.  OLA identified 120,964 SSNs 
along with names, dates of birth and addresses stored in one of CSU’s databases which 
were not encrypted. 
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Summary Analysis of Findings in OLA’s Report of USMO 
 
On September 20, 2019, the Office of Legislative Audit (OLA) issued its final report 
along with the agency’s response to its audit of the University System of Maryland Office 
(USMO).  There are three total findings, one of which pertains to IT/IS Security and is 
classified as a repeat.  OLA accepted USMO’s response as acceptable actions to resolve 
the reported findings with implementation expected to be finalized in the spring of 2020. 
 
The findings are summarized as follows: 
 
Finding 1:  Centers and Institutes – OLA reports that the system office should ensure 
that each institution develops and files policies and procedures for the establishment and 
monitoring of its Centers and Institutes.  OLA also recommends that the system office 
maintain a full listing of current Centers and Institutes.  (A "Center" or "Institute" 
generally refers to an organized, non-departmental unit.  These are mechanisms for 
organizing faculty and staff from different disciplines to focus on teaching, research, 
and/or service in an area of common interest.) 
 
Finding 2:  Interagency Agreements – OLA reports that the System Office needs to 
establish policy which would govern acceptable uses of Interagency Agreements between 
USM institutions and other State agencies.   
 
Finding 3:  IT/IS Security - OLA reports that Malware Protection for USMO’s 
computers is insufficient.  Exceptions noted include: 
 
• Malware protection and software was not up-to-date or was not installed on several 

(33) servers.  (repeat) 
• Some servers (10) and workstations (4) were running outdated software versions, 

which are known to have software vulnerabilities or are no longer supported by the 
vendor.  

• Some users/employees have access (administrative rights) to certain applications that 
are not necessary for their jobs. (repeat) 
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Summary Analysis of Findings in OLA’s Report of UMB 
 
On July 10, 2019, the Office of Legislative Audit (OLA) issued its final report along with 
the agency’s response to its audit of the University of Maryland, Baltimore UMB).  OLA 
reports two findings and one is classified as a repeat.  None are IT/IS security related.  
OLA accepted UMB’s response as acceptable actions to resolve the reported findings. 
 
Finding 1:  Student Financial Aid – OLA notes that manual adjustments increasing 
financial aid award amounts were not independently reviewed, and documentation 
supporting adjustments was not always available.  The repeat aspect of this finding is that 
system output reports were not generated for independent supervisory reviews of the 
manual adjustments posted to student accounts. 
 
Finding 2:  Disbursements – OLA notes a lack of segregation of duties over certain 
disbursements such as honorariums and stipends.  Currently, two employees have 
responsibilities or access over manually approving disbursement request forms, system 
access capabilities to release transactions to the State’s General Accounting Division 
(GAD) for payment, authorization to certify corresponding transmittal letters and 
invoices submitted to GAD, and system access to add new vendors to the disbursement 
system.  While no inappropriate transactions were identified, the two employees could 
process unauthorized disbursements without detection. 
 

Committee on Audit - Open Session

29



 

BOARD OF REGENTS 
 
 

SUMMARY OF ITEM FOR ACTION,  
INFORMATION OR DISCUSSION 

 
TOPIC: Follow up of Action Items from Prior Audit Committee Meetings 
 
 
COMMITTEE:  Audit Committee 
 
 
DATE OF COMMITTEE MEETING:  October 30, 2019 
 
 
SUMMARY: 
 
 
See Attachments: 
 
Attachment A:  Listing of Open Action Items From 2016 – 2019 Audit Committee Meetings. 
 
Attachment B:  Discussion of Internal Audit’s Review of Presidents and Chancellor’s Financial 
Disclosure Statements to comply with Senate Bill 719. 
 
Attachment C:  Summarized Review of State Ethics Commission Financial Disclosures – USM 
Presidents and Chancellor 

 
 

 
 

FISCAL IMPACT:  none  
 

CHANCELLOR’S RECOMMENDATION: none 
 
COMMITTEE ACTION: none DATE:  
BOARD ACTION: none DATE:  
SUBMITTED BY:  David Mosca   
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Attachment A 

USM Board of Regents
Action Items From 2016 - 2019 Audit Committee Meetings
30-Oct-19

Action Item Status

From June 2019 Audit Committee Meeting

1. From the Enterprise Risk Management Workgroup Report.  Requested that updates be provided regarding the 
policy developmnet initiatives for Enterprise Risk Management and Crisis Management 

Policies seeking approval from the Committee is included in October 2019 
meeting.

2. Seek approval from BOR to delegate responsibilty for SB 719 requirements to annually review financial 
disclosure statements from Presidents and Chancellors.  Also, include Regents in the annual review process.

Approval made at the June BOR Meeting.

3. Update Audit Committee Charter to include responsibility to assist the BOR in meeting SB 719 requrirements. Update of Charter and Bylaws is included in October 2019 meeting.  Seeking 
approval from the Committee

4. Consider having Internal Audit submit an annual affirmation statement of no conflicts or potential conflicts of 
interests exist relating to Presidents and Chancellors financial disclosure statement.

To further discuss at October 2019 meeting.

5. Provide Committee with updates pertaining to two investigations into potential criminal activity. Included in Committee's October 2019 meeting closed session.

From March 2019 Audit Committee Meeting

1. Request UMES President to provide the committee with an update of their progress to address Office of 
Legislative Audit Findings

Completed June 2019 Committee Meeting.

2. Establish update process to monitor progress of correcting A133 Audit Findings/Recommendations To occur in FY 2019 A133 Audit Cycle.
3. Pass along to the BOR Intercollegiate Athletics (ICA) Workgroup that they should consider whether guidelines 

should be established for cost allocation practices and meeting the State's requirement that ICA programs be self 
supporting.

Concluded for Audit Committee.  Conveyed to ICA Workgroup staff and 
discussed in August 2019 Workgroup meeting.  

From March 2016 Audit Committee Meeting

1. The BOR should develop interagency agreements policy. Assigned to BOR's Committee on Finance to develop policy.

2. The BOR should reassess BOR's policy related to barring enrollment to students with outstanding receivable 
balances.

Assigned to BOR's Committee on Finance to assess policy.

Note:  Action items concluded prior to the June 2019 BOR Audit Committee meetings are not included in this schedule.  
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ATTACHMENT B 
 
 

University System of Maryland 
Board or Regents Committee on Audit 

Senate Bill 719 – Review of Presidents and Chancellor Financial Disclosure 
Update/Discussion of Implementation 

October 30, 2019 
 
 
Background: 
 
During the Board of Regents (BOR) June 2019 meeting, the Board approved the following 
actions pertaining to the implementation of SB 719’s section that states: “…The board would 
also be required to review annual financial disclosure statements from chancellors and university 
presidents.”: 
 

1. The BOR formally delegated responsibility to ensure compliance with SB 719 to the 
Committee on Audit; and 

2. The BOR should include review of the Regents’ financial disclosure statements. 
 
Based upon this approval, the Committee on Audit is to take the following steps to initiate 
implementation. 
 

1. Update the Committee on Audit’s Bylaws and Charter to reflect its responsibility for 
ensuring oversight of SB 719. 

2. Embed oversight of SB 719 into the Committee’s annual work plan. 
3. Assign responsibility to the Office of Internal Audit to perform the reviews of financial 

disclosure statements and provide the Committee and the full Board with results 
annually. 

4. Determine timelines for completion to match expectations of the General Assembly.  
Current law requires disclosures to be completed by April 30th, for the preceding calendar 
year. Consider requiring disclosure statements be completed earlier so that results may be 
timely reported. 

5. Complete a review of CY 2018 financial disclosure statements prior to the conclusion of 
2020’s legislative session. 

6. Annually reassess policies and procedures to refine the process. 
 
 
Update: 
 
During the summer/fall 2019, USM’s Director of Internal Audit reviewed each Presidents and 
the Chancellor’s financial disclosure statement (see attachment C).  The review did not identify 
any inappropriate disclosures but there are some questions for the Committee members to 
consider.  These include gifts, holding Board positions that do business with the State, outside 
income/interests and related employment. 
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Summary of Financial Disclosure Sections 
 
 
Schedule A:  Real Property 
 
You must disclose: 
 

1. Property owned directly, both commercial and residential 
2. Property leased or rented as a tenant, both commercial and residential 
3. A place of residence without formal agreement, if you provided any monetary 

contributions to the household 
4. Property owned jointly or through a partnership, limited liability partnership, or limited 

company in which you held an interest 
 
Schedule B:  Securities 
 
You must disclose: 
 

1. Shares of stock you own directly or as a part of an Individual Retirement Account (IRA), 
including a Roth IRA 

2. Bonds issued by corporate entities 
3. Mutual funds and exchange-traded funds (ETFs), ONLY IF they consist primarily of 

holdings and stock interests in a specific sector regulated by your governmental unit 
 
Schedule C:  Ownership in Business Entities 
 
You must disclose ownership in a: 
 

1. Corporation 
2. Partnership 
3. Limited liability partnership (LLP) (Limited Liability Partnership) 
4. Limited liability company (LLC) (Limited Liability Company) 
5. Sole proprietorship 

 
Schedule D:  Gifts 
 
You must disclose gifts with a value of more than $20, or multiple gifts from the same donor if 
the gifts had a cumulative value of $100 or more.  Include gifts from: 
 

1. A regulated lobbyist; 
2. An entity engaged in activity regulated or controlled by the State; 
3. An entity that otherwise did business with the State 
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Schedule E:  Debts and Liabilities 
 
You must disclose: 
 

1. Debts you owe to entities, if they did business by sales, purchases, contract or lease of at 
least $5,000 with your governmental unit during the reporting period. 

• Typical debts to report are installment loans, mortgages, car loans or other time-
fixed liabilities owed to financial institutions such as banks, credit unions, 
mortgage companies and similar entities 

• Other reportable debts could include those owed to other entities, including 
merchants, contractors, etc. 

2. Debts you owe to entities if the entity was regulated by your governmental unit Example:  
Department of Labor, Licensing, and Regulation (DLLR) filers must disclose mortgages 
owed to financial institutions regulated by the Commissioner of Financial Regulation as 
that Office is within DLLR. 

3. Debts you owe to regulated lobbyists 
4. Debts your spouse owes, ONLY IF you were involved in the transaction that gave rise to 

the debt 
5. Debts your dependent children owe, ONLY IF you were involved in the transaction that 

gave rise to the debt 
 
Schedule F:  Employment and Offices Held 
 
You must disclose: 
 

1. Any outside employment where you earned a salary, WHETHER OR NOT your 
employer did business with the State 

2. Any unsalaried positions you held, such as an officer or director of a for-profit or not-for-
profit organization, but ONLY IF the entity did business with the State 

 
Schedule G:  Spouse 
 
You must report each place of salaried employment held by your spouse during the reporting 
period, whether or not your spouse’s employer did business with the State.  You must also report 
unsalaried offices, directorships, or similar positions for your spouse with any entity that did 
business with the State.  You must also report any solely or partially owned business from which 
your spouse earned income. 
 
Lobbying Disclosure:  If your spouse was a regulated lobbyist with the State during the reporting 
period, you must also identify each client that engaged your spouse for lobbying purposes. 
 
Schedule H:  Dependent Children 
 
You must report each place of salaried employment held by your dependent children during the 
reporting period, subject to the conditions below.  You must also report unsalaried offices, 
directorships, or similar positions for your dependent children with any entity that did business 
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with the State.  You must also report any solely or partially owned business from which your 
children earned income. 
 
The statement may not include a minor child’s employment or business interests unless the 
employment or business interests are with: 
 

1. The State; 
2. An entity regulated by your governmental unit; 
3. An entity that has contracts in excess of $10,000 with your governmental unit 

 
 
Schedule X:  Other 
 
Schedule X is an optional schedule if you have other interests or transactions that have not been 
disclosed on the previous schedules and which you feel should be disclosed.  This is also the 
chance to add more explanation or clarification to any of your responses on other schedules. 
 
If you served as a member of a State board or commission during the reporting period, please list 
the name of that board or commission. 
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Attachment CThe University System of Maryland
Office of Internal Audit
Summarized Review of State Ethics Commission Financial Disclosures - USM Presidents and Chancellor
Calendar Year 2018

A B C D E F G H X

Property - 
Mortgage Securities

Business 
Ownership Gifts

Debts & 
Liabilities

Employment 
and Offices 

Held Spouse
Dependent 
Children Other

Dr. Aminta H. Breaux Y Y N/A N/A N/A N/A N/A N/A Y

Dr. Kim Schatzel Y Y N/A Y** N/A Y Y Y* N/A

Dr. Mickey Burnim Y Y N/A Y N/A N/A N/A N/A N/A

Dr. Evelyn Thompson Y N/A N/A N/A Y N/A N/A N/A N/A

Dr. Ronald Nowaczyk Y N/A N/A N/A N/A Y Y N/A N/A

Dr. Charles Wight Y Y Y N/A Y N/A Y N/A N/A

Hon. Kurt Schmoke Y Y N/A N/A Y N/A Y N/A N/A

Dr. Jay Perman Y N/A N/A Y Y Y N/A Y N/A

Dr. Freeman Hrabowski Y Y N/A N/A Y Y Y N/A Y

Dr. Wallace Loh Y Y N/A N/A N/A N/A N/A N/A N/A

Dr. Heidi Anderson Y N/A N/A N/A N/A N/A N/A N/A N/A

Mr. Javier Miyares Y N/A N/A N/A N/A N/A N/A N/A N/A

Dr. Peter Goodwin Y Y N/A N/A N/A Y Y N/A Y

Dr. Robert L. Caret Y N/A Y N/A Y N/A N/A N/A Y

Y = Included a Disclosure(s)
N/A = No Disclosure was Made

Y* = Daughter is a Graduate Assistant (part-time contingent employee) who is also a full-time graduate student at TU.
Y** - The President has conveyed that the reported gifts were not received by lobbyists or controlled donors.

Auditor's Note - There were no inappropriate conflicts of interests or inappropriate disclosures identified in any of the forms reviewed.
Auditor's Note 2 - There are no sections I - W in the Financial Disclosure Form

Disclosure Sections
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BOARD OF REGENTS 
 
 

SUMMARY OF ITEM FOR ACTION,  
INFORMATION OR DISCUSSION 

 
TOPIC:  Convening Closed Session 
 
 
COMMITTEE:  Audit Committee 
 
 
DATE OF COMMITTEE MEETING: October 30, 2019 
 
 
SUMMARY:   
 
The Open Meetings Act permits public bodies to close their meetings to the public in 
circumstances outlined in §3-305 of the Act and to carry out administrative functions exempted 
by §3-103 of the Act. The Committee on Audit will now vote to reconvene in closed session. 
The agenda for the public meeting today includes a written statement with a citation of the legal 
authority and reasons for closing the meeting and a listing of the topics to be discussed.  The 
statement has been provided to the regents, it is posted on the USM’s website and copies are 
available here today.   
   
 
  
 
 
 
 
ALTERNATIVE(S):  No alternative is suggested. 
  
 
FISCAL IMPACT: There is no fiscal impact. 
 
 
 
CHANCELLOR’S RECOMMENDATION: The Chancellor recommends that the BOR 
Audit Committee vote to reconvene in closed session. 
  
 
 
 
  
COMMITTEE ACTION:      DATE:   
 
BOARD ACTION:       DATE: 10-30-2019 
 
SUBMITTED BY:  David Mosca, 443.367.0035, dmosca@usmd.edu 
 
 

Committee on Audit - Open Session

37



 
 
 

STATEMENT REGARDING CLOSING A MEETING 
OF THE USM BOARD OF REGENTS 

 
Date:  October 30, 2019 
 
Time:  10:00 AM 
 
Location:    Universities System of Maryland Office 
 

STATUTORY AUTHORITY TO CLOSE A SESSION 
 
Md. Code, General Provisions Article §3-305(b): 

 
(1)  To discuss: 
 
 [  ]  (i) The appointment, employment, assignment, promotion, discipline, 

demotion, compensation, removal, resignation, or performance evaluation 
of appointees, employees, or officials over whom it has jurisdiction; or 

 
 [  ] (ii) Any other personnel matter that affects one or more specific 

individuals. 
 
(2) [  ] To protect the privacy or reputation of individuals with respect to a matter 

that is not related to public business. 
 
(3) [  ] To consider the acquisition of real property for a public purpose and 

matters directly related thereto. 
 
(4) [  ] To consider a preliminary matter that concerns the proposal for a 

business or industrial organization to locate, expand, or remain in the 
State. 

 
(5) [  ] To consider the investment of public funds. 
 
(6) [  ] To consider the marketing of public securities. 
 
(7) [  ] To consult with counsel to obtain legal advice on a legal matter. 
 
(8) [  ] To consult with staff, consultants, or other individuals about pending or 

potential litigation. 
 
(9) [  ] To conduct collective bargaining negotiations or consider matters that 

relate to the negotiations. 
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FORM OF STATEMENT FOR CLOSING A MEETING    PAGE TWO 
 
 
(10) [  ] To discuss public security, if the public body determines that public 

discussions would constitute a risk to the public or public security, 
including: 

 
  (i) the deployment of fire and police services and staff; and 
 
  (ii) the development and implementation of emergency plans. 
 
(11) [  ] To prepare, administer or grade a scholastic, licensing, or qualifying 

examination. 
 
(12) [ x ] To conduct or discuss an investigative proceeding on actual or possible 

criminal conduct. 
 
(13) [x ] To comply with a specific constitutional, statutory, or judicially imposed 

requirement that prevents public disclosures about a particular 
proceeding or matter. 

 
(14) [ x ] Before a contract is awarded or bids are opened, to discuss a matter 

directly related to a negotiation strategy or the contents of a bid or 
proposal, if public discussion or disclosure would adversely impact the 
ability of the public body to participate in the competitive bidding or 
proposal process. 

 

Md. Code, General Provisions Article §3-103(a)(1)(i):   
 
           [x ]         Administrative Matters 
 
TOPICS TO BE DISCUSSED:  
 
Legislative audit matters that are ongoing and, therefore, confidential; discussion of 
investigative matters which may lead to criminal prosecution; calendar year 2019 internal 
audit plan of activity; and the committee meeting separately with the independent 
auditors and the director of internal audit. 
  
REASON FOR CLOSING: 
 
1) To maintain confidentiality of discussions of ongoing investigations by the USM 

Office of Internal Audit’s and outside agencies, which potentially could result in 
criminal prosecutions (§3-305(b)(12)); 

2) To maintain the confidentiality of matters involved in ongoing legislative audits, as 
required by Section 2-1226 of the State Government Article of the Annotated Code 
of Maryland (§3-305(b)(13)); 

3) To carry out an administrative function:  discussion of calendar year 2019 audit plan 
of activity by the USM Office of Internal Audit and (§ 3-103(a)(1)(i); and 

4)   To carry out an administrative function:  the Committee’s separate meetings with 
the independent auditors and the Director of Internal Audit (§3-103(a)(1)(i)). 

5) To maintain confidentiality of discussions of matters involving the procurement and 
award of a contract for independent audit services (§3-305(b)(14)).  
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