HIPAA Security Requirements/Examples Matrix




HIPAA Security Requirements

Administrative Safeguards



Standard
Implementation
Examples

Security Mgt Process



Risk Analysis
Required
Conduct a Risk Assessment of the CE

Risk Management
Required
Monitor/reduce vulnerabilities and potential threats

Sanction Policy
Required
Policy to sanction employees/contractors

IS Activity Review
Required
Review internal security controls (e.g., logs, incident tracking)





Assigned Security Responsibility
Required
Name a Security Officer, or accountable person for security





Workforce (W/F) Security



Authorization/ Supervision
Addressable
Procedures to regulate authorization/supervision of workforce who have access to e-PHI

W/F Clearance Procedure
Addressable
Procedures to verify appropriateness of W/F access to  e-PHI

Termination Procedures
Addressable
Procedures to cut off access to e-PHI in the event of employee termination/transfer





Info Access Mgt.



Isolating H.C. Clearinghouse Function
Required
If clearinghouse is part of organization, e-PHI must be protected for rest of organization

Access Authorization
Addressable
Policies to provide for restricted access to e-PHI

Access Establishment and Modification
Addressable
Policies to allow workforce access to workstations, applications, etc.





Security Awareness & Training



Security Reminders
Addressable
Regular Security Updates

Protection from Malicious code
Addressable
Educate W/F on viruses, worms, malware…

Log-in Monitoring
Addressable
Train on monitoring all log-ins and attempts, and how to report discrepancies

Password Management
Addressable
Educate W/F in use and management of passwords 





Security Incident Procedures



Response and Reporting
Required
Incident handling procedures





Contingency Plan



Data Backup Plan
Required
Written plans to ensure exact copies of all e-PHI are maintained

Disaster Recovery Plan
Required
Detailed disaster recovery procedures

Emergency Mode Operation Plan
Required
Plan for continued critical operations and access to e-PHI

Testing and Revision
Addressable
Procedure to test contingency/emergency plans

Applications and data Criticality analysis
Addressable
Procedures for maintaining criticality of applications and e-PHI data 





Evaluation
Required
Periodic evaluation of all security safeguards





Business Associate Contracts and Other Arrangements



Business Associate Contracts (BAC)
Required
Organizations hired to provide support activities must have a BAC which flows down adequate safeguards for e-PHI









Physical Safeguards



Standard
Implementation
Examples

Facility Access Control



Contingency Operations
Addressable
Written plan to ensure continued operations and recovery during and after a disaster/emergency

Facility Security Plan
Addressable
Develop written procedures for securing the data/network facilities and equipment

Access Control and Validation Procedures
Addressable
Procedures for validating employee/contractor access

Maintenance Records
Addressable
Maintain log of all maintenance of facility and equipment





Workstation Use
Required
Procedures for proper access, use, and functioning of each workstation (desktop, laptop and/or PDA)





Workstation Security
Required
Procedures for maintaining the security of and restricting access to any workstation with access to e-PHI





Device and Media Controls



Disposal
Required
Written procedures for proper hardware and media disposal (disks are often overlooked)

Media Re-use
Required
Procedures to ensure media is ready for re-use by forensic wipe process

Accountability
Addressable
Log or other mechanism to track movement or hardware and media

Data Backup and Storage
Addressable
Written procedures in place for identical backup of e-PHI prior to any movement or upgrades









Technical Safeguards



Standard
Implementation
Examples

Access Control



Unique User Identification
Required
Mechanism to positively identify and track each employee/system user

Emergency Access Procedure
Required
Procedure to ensure access to e-PHI while operation in emergency mode (Access is basis principle of HIPAA)

Automatic Logoff
Addressable
Procedure and process for terminating connection/session/re-access after set period of inactivity 

Encryption and Decryption
Addressable
Encryption/decryption mechanism for storing and transmitting e-PHI





Audit Controls
Required
Tools/methods to allow for examination of activity wherein access to e-PHI was had





Integrity 
Addressable
Procedures/Tools/methods to protect authenticity of data/message and to ensure no unauthorized changes are made





Person or Entity Authentication
Addressable
Procedures/Tools/methods to ensure the employee or entity requesting access to e-PHI is who they claim to be





Transmission Security



Integrity Controls
Addressable
Procedure to verify e-PHI in message has not been accessed, altered or deleted w/o auth.

Encryption
Addressable
Mechanism/tools to encrypt e-PHI if deemed necessary (e.g. via internet or over wireless network).
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