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	Scope
	Financial information



	IT Security Officer
	· Must have a designated IT Security Officer



	Risk Assessment
	· All relevant areas of the institution

· Identify potential and actual risks

· At a minimum, such a risk assessment should include consideration of risks in each of the following operational areas:

· Employee training and management

· Information systems, including network and software design, as well as information processing, storage, transmission, and disposal

· Detecting, preventing, and responding to attacks, intrusions, and other systems failures



	IT Security Program

· Privacy

· Safeguarding Information


	· Must have and document an IT security program that addresses the requirement to protect covered information.

(Note: Covered information includes student financial information such as income and credit histories, social security numbers, bank and credit card account numbers, and other financial information.  It also includes student financial information provided by another financial institution.)

· Must establish controls for ensuring the privacy of covered (financial) information.  For example, information related to all student loans and employee financial benefits.

· To the extent feasible, develop a plan to ensure that all electronic covered information is encrypted in transit and that controls are in place to protect central databases from security risks

· Restrict access to sensitive workstations

· Ensure the proper retention, handling, and disposal of sensitive information



	Training/Education 
	Communicate the elements of the requirements imposed by the  Gramm-Leach-Bliley Act (such as covered data and an IT security program) via ongoing IT security awareness education



	Oversight of Service Providers
	· Service providers must have a documented policy that addresses the provisions in the Gramm-Leach-Bliley Act

· Institutions must have a formal agreement with service providers requiring them to conform to the IT security requirements imposed by the Gramm-Leach-Bliley Act



	Review and Revision of the IT Security Program
	· Institutions must periodically review and adjust the IT Security Program

· Institutions must document the review process as well as revisions to the IT Security Program



	Effective Dates
	· Institutional information security program: May 23, 2003
· Third-party service providers: May 24, 2004

	Resources / References
	· 2003 NACUBO Advisory Report

http://www.nacubo.org/documents/news/2003-01.pdf

· CUA, Office of General Counsel, Gramm-Leach-Bliley Page

http://counsel.cua.edu/glb/


	
	
	HIPAA Security Requirements

	
	
	Notes: 

Required specifications must be implemented for all covered entities to comply with HIPAA Rules.  

Addressable specifications must be assessed to determine if each specification is a reasonable and appropriate control.  The covered entity may still be required to implement an equivalent measure, if the equivalent measure is “reasonable and appropriate.” 

A covered entity (CE) is any institutional entity that maintains or has access to protected health information.
Protected Health Information (PHI) is individually identifiable health information that is transmitted or maintained electronically or by using any other medium.  Some categories of information included in “IIHI” are not considered to be e-PHI, such as some educational and employment records.



	Administrative Safeguards
	
	 Administrative Safeguards are defined as the “administrative actions, policies and procedures to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information (e-PHI) and to manage the covered entity’s workforce in relation to the protection of that information.”

	HIPAA Safeguard
	Implementation
	Security Measures

	Security Management Process
	
	

	Risk Analysis
	Required
	Conduct a Risk Assessment of the Covered Entity (CE).  

	Risk Management
	Required
	Implement security measures sufficient to reduce vulnerabilities and potential threats to an appropriate level



	HIPAA Safeguard
	Implementation
	Security Measures


	Sanction Policy
	Required
	Institutions must have appropriate sanctions for employees/contractors who fail to comply with security policies and procedures.

	IS Activity Review
	Required
	Implement procedures to regularly review records of information system activity such as audit logs, access reports, and security incident tracking reports  [Ref: Access Control guideline #3 and Network Security guideline #8 in the Guidelines in Response to the State IT Security Policy.] 

	Assigned Security Responsibility
	Required
	Name a Security Officer, or accountable person for IT security



	Workforce (W/F) Security
	
	

	Authorization/ Supervision
	Addressable
	Implement procedures to authorize access to e-PHI and procedures to supervise employees/contractors who have access to e-PHI

	W/F Clearance Procedure
	Addressable
	Implement procedures to verify the appropriateness of W/F access to  e-PHI

	Termination Procedures
	Addressable
	Implement procedures to rescind access to e-PHI in the event of employee termination/transfer

	
	
	

	Information Access Management
	
	

	Isolate the Health Care Clearinghouse Function

(Note: A Health Care Clearinghouse is a public or private entity that processes health care transactions received from another entity to or from a standard format).
	Required
	If the clearinghouse is a part of the institution, e-PHI must be protected from unauthorized access by the larger organization

	Access Authorization
	Addressable
	Establish standards for granting access to e-PHI.  Require formal authorization from the appropriate authority before granting access privileges.

	Access Establishment and Modification
	Addressable
	Evaluate the access controls in place and implement new access controls as appropriate

	
	
	

	HIPAA Safeguard
	Implementation
	Security Measures


	Security Awareness & Training
	
	

	Security Reminders
	Addressable
	Establish regular security updates

	Protection from Malicious code
	Addressable
	Implement procedures as well as educate the W/F for guarding against viruses, worms, and other malicious software

	Log-in Monitoring
	Addressable
	Implement procedures for monitoring log-in attempts and reporting discrepancies

	Password Management
	Addressable
	Educate the W/F in the use and management of passwords 

	
	
	

	Security Incident Procedures
	
	

	Response and Reporting
	Required
	Identify and respond to suspected or known security incidents and document security incidents and their outcomes

	
	
	

	Contingency Plan
	
	

	Data Backup Plan
	Required
	Implement written plans to create and maintain retrievable exact copies of all e-PHI

	Disaster Recovery Plan
	Required
	Develop and test detailed disaster recovery procedures

	Emergency Mode Operation Plan
	Required
	Establish plans for continued critical operations and access to e-PHI while operating in emergency mode

	Testing and Revision
	Addressable
	Implement procedures for periodic testing and revision of contingency/emergency plans

	Applications and Data Criticality Analysis
	Addressable
	Assess the relative criticality of specific applications and data in support of contingency plan components

	
	
	

	Evaluation
	Required
	Perform a periodic evaluation of all security safeguards

	
	
	

	Business Associate Contracts and Other Arrangements
	
	

	Business Associate Contracts (BAC)
	Required
	Organizations contracted to provide support activities must have documented, satisfactory assurances of adequate safeguards for e-PHI

	
	
	

	HIPAA Safeguard
	Implementation
	Security Measures

	
	
	

	Physical Safeguards
	
	Physical Safeguards include physical measures, policies, and procedures to protect a Covered Entity’s electronic information system and related buildings and equipment from natural and environmental hazards, and unauthorized access. 

	Facility Access Controls
	
	

	Contingency Operations
	Addressable
	Develop and implement written plan to ensure continued operations and recovery during and after a disaster/emergency

	Facility Security Plan
	Addressable
	Develop written procedures for securing the data/network facilities and equipment

	Access Control and Validation Procedures
	Addressable
	Implement procedures for controlling and validating employee/contractor access to facilities

	Maintenance Records
	Addressable
	Maintain logs of all repairs and modifications to the physical components of a facility that are related to security (for example, hardware, walls, doors, and locks)

	
	
	

	Workstation Use
	Required
	Implement policies and procedures for the proper access, use, and functioning of each workstation (desktop, laptop and/or PDA) that can access e-PHI

	
	
	

	Workstation Security
	Required
	Implement safeguards for maintaining the security of and restricting access to any workstation with access to e-PHI

	
	
	

	Device and Media Controls
	
	

	Disposal
	Required
	Develop and implement written procedures for the proper disposal of hardware and media  (disks are often overlooked)

	Media Re-Use
	Required
	Implement procedures for the removal of e-PHI from electronic media before the media are made available for reuse

	Accountability
	Addressable
	Establish logs or other mechanisms to track the assignment and movement of hardware and electronic media

	Data Backup and Storage
	Addressable
	Implement written procedures for creating exact  backups of e-PHI prior to any movement or upgrades of equipment

	HIPAA Safeguard
	Implementation
	Security Measures

	
	
	

	Technical Safeguards
	
	Technical Safeguards are security controls that are contained in the software, hardware, or firmware components of the information system

	Access Controls
	
	

	Unique User Identification
	Required
	Assign a unique name or number to positively identify and track each employee/system user

	Emergency Access Procedure
	Required
	Establish procedures to ensure access to necessary e-PHI while operating in an emergency mode 



	Automatic Logoff
	Addressable
	Implement procedures for terminating an electronic session after a set period of inactivity 

	Encryption and Decryption
	Addressable
	Implement an encryption/decryption mechanism for storing and transmitting e-PHI

	
	
	

	Audit Controls
	Required
	Implement tools/methods to allow for the examination of activity related to access to e-PHI

	
	
	

	Integrity 
	Addressable
	Implement policies and procedures to protect e-PHI from improper alteration or destruction

	
	
	

	Person or Entity Authentication
	Addressable
	Implement procedures/tools/methods to ensure the employee or entity requesting access to e-PHI is who they claim to be

	
	
	

	Transmission Security
	
	

	Integrity Controls
	Addressable
	Implement procedures to verify that electronically transmitted e-PHI has not been accessed, altered or deleted w/o authorization

	Encryption
	Addressable
	Implement mechanisms to encrypt e-PHI, if deemed necessary (e.g. via the Internet or over a wireless network)



	Effective Date(s)
	
	Covered Entities must comply with the HIPAA Security Rule by April 21, 2005


	Scope
	Annual Financial Statement Information.  The Act does not directly apply to institutions of higher education or other public or not-for-profit entities, but the concerns it covers are universal.



	IT Security Officer
	

	Risk Assessment
	· Perform a risk assessment of the financial reporting information system, including processes for storing and reporting financial information. (Based on NACUBO recommendation for Sarbanes-Oxley Section 404).



	IT Security Program

· Privacy

· Safeguarding Information


	· Institutions must have an effective system of internal controls for information assets, including access controls and backup and recovery procedures for financial information. (Based on NACUBO recommendation for Sarbanes-Oxley Section 302).



	Training/Education 
	

	Oversight of Service Providers
	

	Review and Revision of the IT Security Program
	· Establish ongoing processes for reviewing the risks and IT security controls related to the financial reporting system.



	Resources / References
	2003 NACUBO Advisory Report

http://www.nacubo.org/documents/news/2003-03.pdf
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